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Syllabus… 
Computer Networks and Security : Sem. VI, Information Technology (SPPU) 

Teaching Scheme Credits Scheme :  Examination Scheme : 

Theory (TH) : 03 hrs/week      03 Credit Mid_Semester : 30 Marks  

   End_Semester : 70 Marks  

Prerequisite Courses : 

1. Basic of Computer Network 

 

 Companion Course : 

 1. Cyber Security 

Course Objectives : 

 To familiarize students with- 

1. The application layer services, responsibilities and protocol. 

2. Fathom wireless network and different wireless standards. 

3. Differences in different wireless networks and to learn different mechanism used at layers of wireless network. 

4. The concept of network security. 

5. Basic cryptographic techniques in application development. 

6. Cyber security vulnerabilities & study typical threats to modern digital systems. 

 

Course Outcomes :  

On completion of the course, students will be able to- 

CO1 :  Explain Responsibilities, services offered and protocol used at application layer of network. 

CO2 : Apply concepts of wireless network and different wireless standards. 

CO3 :  Recognize the Adhoc Network’s MAC layer, routing protocol and Sensor network architecture. 

CO4 : Implement the principal concepts of network security and Understand network security threats, security 

services, and countermeasures 

CO5 : Apply basic cryptographic techniques in application development. 

CO6 : Gain a good comprehension of the landscape of cyber security Vulnerabilities & describe typical threats to 

modern digital systems. 
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encryption standards, Advanced encryption standard, Public key encryption and Hash function : RSA 

Digital signatures, Digital certificates and Public key infrastructure : Private key management,  

Diffie Hellman key exchange, The PKIX model. (Refer Chapter 5) 
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Introduction to Cyber Security : 

Introduction to Cyber Security : Basic cyber security concepts, Layers of security, Vulnerability, Threat, 

Harmful acts-malware, Phishing, MIM attack, DOS attack, SQL Injection, Internet Governance :  

Challenges and Constraints, Computer criminals, Assets and Threat, Motive of attackers, Software attacks, 

Hardware attacks, Cyber Threats : Cyber warfare, Cyber crime, Cyber stalking, Cyber terrorism, Cyber 

espionage, Comprehensive cyber security policy. (Refer Chapter 6) 
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